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INFORMATION IN THIS DOCUMENT IS INTENDED AS A REFERENCE TO ASSIST OUR CUSTOMERS IN THE SELECTION OF
SHANGHAI FUDAN MICROELECTRONICS CO., LTD PRODUCT BEST SUITED TO THE CUSTOMER'S APPLICATION; THEY DO
NOT CONVEY ANY LICENSE UNDER ANY INTELLECTUAL PROPERTY RIGHTS, OR ANY OTHER RIGHTS, BELONGING TO
SHANGHAI FUDAN MICROELECTRONICS CO., LTD OR A THIRD PARTY. WHEN USING THE INFORMATION CONTAINED IN
THIS DOCUMENTS, PLEASE BE SURE TO EVALUATE ALL INFORMATION AS A TOTAL SYSTEM BEFORE MAKING A FINAL
DECISION ON THE APPLICABILITY OF THE INFORMATION AND PRODUCTS. SHANGHAI FUDAN MICROELECTRONICS CO.,
LTD ASSUMES NO RESPONSIBILITY FOR ANY DAMAGE, LIABILITY OR OTHER LOSS RESULTING FROM THE INFORMATION
CONTAINED HEREIN. SHANGHAI FUDAN MICROELECTRONICS CO., LTD PRODUCTS ARE NOT INTENDED FOR USE IN
MEDICAL, LIFE SAVING, OR LIFE SUSTAINING APPLICATIONS. THE PRIOR WRITTEN APPROVAL OF SHANGHAI FUDAN
MICROELECTRONICS CO., LTD IS NECESSARY TO REPRINT OR REPRODUCE IN WHOLE OR IN PART THESE
DOCUMENTS.

Future routine revisions will occur when appropriate, without notice. Contact Shanghai Fudan Microelectronics Co., Ltd sales office
to obtain the latest specifications and before placing your product order. Please also pay attention to information published by
Shanghai Fudan Microelectronics Co., Ltd by various means, including Shanghai Fudan Microelectronics Co., Ltd home page
(http://www.fmsh.com/).

Please contact Shanghai Fudan Microelectronics Co., Ltd local sales office for the specification regarding the information in this
documents or Shanghai Fudan Microelectronics Co., Ltd products.

Trademarks
Shanghai Fudan Microelectronics Co., Ltd name and logo, the “& H” logo are trademarks or registered trademarks of Shanghai
Fudan Microelectronics Co., Ltd or its subsidiaries in China.

Shanghai Fudan Microelectronics Co., Ltd, Printed in the China, All Rights Reserved.
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1. Product Overview

1.1. Description

FM1208M01 is an Contactless CPU card designed by Fudan Microelectronics Co.,Ltd. It is designed
to support both Electronics Wallet and existing Pulic Traffic RF Card based on 1SO14443-A contactless
interface platform. Furth more, it support both existing contactless M1 card and CPU card based on
PBOC2.0 Standard.

1.2. Feature

» Contactless RF interface according to ISO/IEC14443 TypeA
Compatible with FM11RF08(Support M1)., FM11RFO8SH. FM11RF32M. FM11RF32SH series
contactless card

A\

MCU command set compatible with Turbo 8051
Support 106Kbps data transmission
Triple-DES/Single-DES processor

Program memory: 32K x 8bit ROM

Data memory: 8K x 8bit EEPROM

iIRAM: 256 x 8bit

XRAM: 384 x 8bit

SPA. DPA resistant controller

Reset controller of low voltage detection

Reset controller of High/Low frequency detection
Memory data encryption (ROM. EEPROM. RAM)
ROM code reverse resistant

EEPROM endurance: minimum 100,000
EEPROM data retention: 10 years minimum

YV V.V VYV V V V VY V V VY V V VY

Typical Dealing Time:

€ |dentifing Card 3ms (include REQA/ANTI-COLLISION/SELECTION)
€ EEPROM Erase and Write time  2.4ms
€ Typical ticketing transaction <350ms

Security Features:

1. DPA resistant

2. Frequency sensors

3. ROM code not visible due to implantation, encrytion of memory data
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1.3. Block Diagram

TRIPPLE
PROGRAM|, RANDOM | ** oo
ROM/E®> [\
REGISTER SET
DATA A A ji
EEPROM [ “CPUbus_
MAIN CONTROL
MMU = CPU
RESET CLOCK
CONTROL | CONTROL
xRAM  [—) /N MODE FLOW
\,—‘/g CONTROL | CONTROL
le]
I control_signal_bus
g
£
iRAM  [—)
MIFARE LOGIC
RF MODULE CONTROL
IN1 - -
RESET
CONTROL
ANALOG » DECODE » CRC
MODULE FREQUNCY PARITY VERIFY
DETECT
- SECURITY
IN2 - > ENCODE [« CONTROL
REGULATOR
Figure 1-1 FM1208MO01 Block diagram
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1.4. Absolute Maximum Ratings
1.4.1. Module Maximum Ratings
Parameter Symbol Range Unit
Operating Temperature Topr -25 - +70 °C
Storage Temperature Tstr -25 - +85 °C
ESD* Vesd 4000 (minimum) \Y
Table 1-1 FM1208MO01 Module Maximum Ratings
1.4.2. Card Maximum Ratings
Parameter Symbol Range Unit
Operating Temperature Topr 0-+70 °C
Storage Temperature Tstr -20 - +70 °C
ESD* Vesd 6000 (H:/)N) \%
Table 1-2 FM21208MO01 Card Maximum Ratings
1.5. Package
FM1208M01 module: XOA2
FM1208M01 card: according to ISO7810 5.1.1
1.6. Pin Description
Number Symbol Type Function
1 IN1 inout Coil connection pin 1
2 IN2 Inout Coil connection pin 2
Table 1-3 FM1208MO01 Pin Description
1.7. ATQA and SAKDescription
Type ATQA SAK
FM1208M01 0x0004 0x08
Table 1-4 FM1208M01 ATQA and SAK Description
Fa)
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2. Operating Flow

Reset State

Y
Idle State
y

Receive
REQA

Y

yes

>&State
A
L COS initialize
ATS State
Send
Send ATS
— (' Mifare Module DESELECT
Proce ¢ Response
/
COS
MIFARE Initialization
Ready State State
MCU
Ready State

Process

Figure 2-1 FM1208MO01 Operating Flow
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3. Memory Organisation

FM1208MO0linclude internal memory and external memory (according to MCU) . Externlal memory
includes program memory and data memory. The size of data memory is 8K byte.

Internal FFFFH
Memory
FFH
SFR Space
External
80H Mem
7FH emory
iRAM
00H
0000H

Figure 3-1 FM1208MO01 Memory Organisation

External Memory Organisation:

Number Address Size Description
1 0000H ~ 9FFFH 40K Program Memory
2 AOOOH ~ DFFFH 16K Data Memory
3 EOOOH ~ EFFFH 4K XRAM
4 FOOOH ~ FFFFH 4K Regester set

Table 3-1 FM21208MO01 External Memory Organisation
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External Memory Organisation:

64K
Regester Set

60K

XxRAM

56K
Data Memory

40K

Program Memory
0

Figure 3-2 FM1208MO01 External Memory Organisation
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4. Command Set

CPU commandcompatible to Turbo51 command set.
Common command set:

Code o
Command (HEX) Descriptioin

Answer to Request

request std 26 Look for card in operating area. ‘Request Std’ means looking
for card which is not set to halt

Answer to Request

request all 52 Look for card in operating area. ‘Request Al means looking
for all cards which are in operating area

Anti-collision

Anti-collision 93 It means selecting only one card if there is one card or
several cards in operating area.
Select Card

Select Card 93 It means setting up the communication with the selected card

after the anti-collision command.
Authentication

Authentication.1la

A 60/61 Before visiting memory, the user must verify if the operation
Authentication.1b . . ) . .
is legal by coherence of cipher in RWD and cipher in card.
Read
Read 30 Read 16 bytes of one block.
) Write
Write AO Write data to one block.
Increment
Increment C1 Increment a certain value to numerical block, store the result
in register.
Decrement
Decrement Co Decrement a certain value to numerical block, store the
result in register.
Restore
Restore c2 Read contents of numerical block to register.
Transfer BO Transfer
Write contents of register to numerical block.
Halt 50 Halt

Card is set to halt.

Table 4-1 FM1208MO01 Command Set
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5. Ordering Information

Ordering Code Package Operation Temprature
FM1208M01-X0A2 XOA2 module -25°C ~ +70°C
= Fa)
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6. Revision History

Version Publication Pages Paragrap'h or Revise Description
date Illustration
0.1 Oct. 2007 13 Initial Release.
0.2 May. 2008 13 |Sales and service | Updated the address of HK office.
= Py
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Sales and Service

Shanghai Fudan Microelectronics Co., Ltd.
Address: Bldg No. 4, 127 Guotai Rd,

Shanghai City China.

Postcode: 200433

Tel: (86-21) 6565 5050

Fax: (86-21) 6565 9115

Shanghai Fudan Microelectronics (HK) Co., Ltd.

Address: Unit 506, 5/F., East Ocean Centre, 98 Granville Road,
Tsimshatsui East, Kowloon, Hong Kong

Tel: (852) 2116 3288 2116 3338

Fax: (852) 2116 0882

Beijing Office

Address: Room.1208, Bldg C,

Zhongguancun Science and Technology Development Edifice,
34 zhongguancun Street (South),

Hai Dian District, Beijing City, China.

Tel: (86-10) 6212 0682 6213 9558

Fax: (86-10) 6212 0681

Shenzhen Office

Address: Room.1301, Century Bldg, Shengtingyuan Hotel,
Huagiang Rd (North),

Shenzhen City, China.

Tel: (86-755) 8335 1011 8335 0911

Fax: (86-755) 8335 9011

Web Site: http://www.fmsh.com/
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